Level 5-5:  Information Technology Specialist (Security), GS-2210
Scope of the Work —Work involves:

representing the organization in the investigation of serious information systems security violations that
potentially affect the integrity of the organization’ sinfrastructure, e.g., unauthorized accessto financial
systems;

coordinating internal investigations with OIG, criminal investigation, and law enforcement organizations;
recommending remediations based on findings;

following up to ensure the implementation of corrective actions; and

serving as expert witness at trials and hearings as required.

Effect of the Work —Work resultsin direct contribution to the successful investigation of serious security
violations that has a deterrent effect on future security attacks.

Scope of the Work —Work involves:

identifying significant actual and potential cybersecurity problems, trends, and weaknesses,
recommending specific modifications and solutions to reduce systems security risks; and
developing strategies for responding to future security challenges.

Effect of the Work —Work resultsin protecting the systemsinfrastructure that is vital to the accomplishment of the




